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_distuptions, compromise and” breaches iable ‘fo hmder

CABILL
FOR

AN ACT TO AMEND THE CYBERCRIMES (PROMIBITION, PREVENTION, ETC.)
ACT,"2015 TO MAKE ADEQUATE PROVISIONS FOR ‘THE PREVENTION OF
CYBER OFFENCES AND CRIMES, MINIMISATION OF CYBER BREACHES AND 7O
PR()VIDE A FRAMEWORK FOR THE ESTABLISHMENT OF CYBLR SECURITY

NMNAGFMEN TSYSTEMS IN MNIGERIA; ANDFOR RELATED MATTERS

‘Sponsored by Hon, Dnr!ingmn'_]\’wbkccha
| ‘ | I
BE IT ENACTED by the National Assembly of the Federal
RepubhcothgertaasfolIows' ‘
8 TheCybercrtmes (Prohibttton, Prévention, etc)Act 2015 (m

5 tlus Bill referred toas "the Principal Act") is amended asset out mthts Bil!
2 Section 21 cf the Principal Act is. amended by deletmg the

existmg provmions and insertmgﬂhe foﬂowmg as newprowstons{hereto

' "(I)Any persoitor mstttutton. who operatesa computer system ora

| netwerk whether' publle of private, must 1mmedlately report to the National
_Computer Emergency Rcspanse Team (CERT) Coordmation Centre or
"relcvant seetoral Cyber Secumy Umts of ‘any attacks, mn'ustons

: functioning of another computer system or network $0 that the Natlonal

Cyber Security Unitcan take: up measures totackle the snchlssues

S @)n such cases mentioned in subsectnon Mof this sectlon, andin

'--order to. pratect computer systems anc! nctworks the Nattonal Computer
'Emergency Response Team Coord' hatton Cénire of relevant sectoral Cyber
Secunty Umts may propose the 1solatmn of affectcd computers or network .
_pending theresoltion ofthet issie ' o

(3) Aay person or institution meking a raport- pursvant -to

¢ 1981

Commencement )

Amendment of
2015 Ne........

Amendment of
sectfon 21_ :

- _Ccmputer Emergency Response Teath Coordmatmn Centre or the sectoral C
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subsection (1) of this section shall mclude in such report, the mvesttgatton 80
far done and the manner of handling and improvements so far achieved with
respect to the cyber security issue or breach. | ‘

(4) The Attorney-General of the Federation shall by regulatton from

time to time, upon the advice of the National Security Adviser and the National

' Computer Emergency Response Team;

. () grade cyber security incidences or breaches into categories taking
into cognizance the _responsibility levels, _importance, eonfidentiahty,
sensitivity of business, hierarchy of agency, quality and attribute of
information reserved or processed, scale and attribute of information and ’
communication lsystem, the. government agency or non-government 'agenc_y
concemed; and | A '

(8] prowde for the decentrallzatton of the reportmg structure along '

_sectoral hnes and prowde for the estabhshment of Sectoral Cyber Secunty

Umts which shall receive reports of cyber secunty incidences and breaches,

handle and resolve such issues and in certain_circumstances refer to the -
Natlonal Computer Emergency Response Team Coordmatton Céntre. ‘

(5) Any person er mstttutton who fails to report any such incident to

_the Natlonal Computer Emergency Response Team Coordmatlon Centre or the

relevant sectoral Cyber Security Unit w1thm 7 days of its occurrence eommits

an offence and shall be liable to denlal of internet servnces and shali in edd ition

.paya mandatory fine ot‘ NS, 000 000 00 into the Nattonal Cyber Securtty Fund

_ 3 'I‘hts Btll may be clted as the Cybercrtmes (Prohlbltlon, Preventton,
ate. )Act (Amendment) Btll 2020
EXPLANATORY MEMORANDUM .

This Bill seeks to amend the Cybercrimes (Prohnbttmn, Preventton, ete.) Act -

2015 to provnde for the preventlon of cyber offences and crimes, mtmmtsatton

| : of cyber breaches and to provide for the establishment of Cyber Securtty

Management Systems in Nigetia.



