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., BE: 1T, ENAGTED by the ‘Nativiial: Assembly of the Pederal
7 chublmof‘ngenaasfeJJows s
ede .:The: Criminal Code Act, CAPC38 LF N; 2004 (herem after
2o called the Pringipal Actiyisamended as set dUtrbglow:
sban o s 29 +Fhe PrincipakAct is amended: by inserting new chapter 56 as
Lo A ollows: s s e e
5 it o COMBUEER MISUSE AND GYBER ORIMES OFerEieEs
6 -« &:(1)iAny: person; swho without authiorization or in excess of

el i authauzathn aceesses-in whole:or-in part,d’computer’ system or ‘hetwork,
wLommits, an-offenee and-is:liable. on conviction 6 4 e of ot rore han
9 N10,000,000:00.0r imprisonmerit-fora term of Syears or to both.

G (2) Wherethe offence provided in subsection'(1) is committed with
.. 11 the intent of obtaining-computer data, securing’acéess to any"i-jrogr-a.m,
12 commercial or industrial secrets or confidéntial  information, ;t'hc
=,_13_ . punishment . shall ‘be a fine of not more than N20,000,000:00° or

14 imprisonment for a term of 10 years or to both. SR
15 (3) Any person who, commits an-offenice trider this séction, u:'sés
16, .any device to aveid detection orotherwise prevéritidéntification with the act
17 -01' omission, commits an" offence or facilitates the commission of sﬁch
18 offence and is liable owvedmviction: 574" Fins of " not more tﬁ'an

19 N20,000,000:00 or imprisonment for a term of 10 years orto both,
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4. Any person, who intentionally and without authorization,
intercepts the transmissions of non-public computer data, contenf datal or
traffic data, including electromagnetic emissions or signals ffom a computet;.-
system or network carrying or emitting such, to or from a computer, computer
system or connected system or network; commits an offence and liable on
conviction to a fine of not more than N10,000,000:00 or imprisonment fora
term of 5 years orto both, '

5.-(1) Any person who directly or indirectly does an act without
authority and with intent to causes an unauthorized modification of any
program or data held in any computer system or network, commits an offence
and liable on conviction to imprisonment a fine of not more than
N15,000,000:00 and imprisonment for a term of 8 years or to both.

(2) Any person who damages, deletes, impairs, restrict or suppresses
data within computer systems or networks, including data transfer from a
éomputer system by any person without authority or in excess of authority,
comunits and offence and liable on conviction to a fine of not more than
N15,000,000.00 or imprisonment for a term of 8 years or to both.

(3) For the purpose of this section, a modification of any program or
data held in any computer system or network takes place if, by the operation of
any function of the computer, computer syétem or network concerned,

(i) any program or data held in it is altered or erased:;

(i) any program or data is added to or removed from any program or
data held in it; or (iii) any act which impairs the normal operation of any
computer, computer system or network concerned or its reliability.

(iv) access to any program or data held in a computer is hindered or
prevented,

(4) Inthis section:

(a) areference to doing an act includes a reference to causing an act to
be done;

(b) "act" includes a series of acts;
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1 {c) a reference to impairing, preventing or hindering something

2 | includes a reference to doing so temporarily.

3 6. Any person, who intentionally and without éuthorization System
. interference
4 intercepts the transmissions of non-public computer data, content data or

5 traffic data, mcludmg electromagnetlc emissions or signals from a computer

6 system or neth)rk can'j-/ _g;'or emitting such, to or from a computer,

7 computer system or connected &g’is‘g:cm or network; commits an offence and

8 liable on conviction to a ﬁne of fiot more than N10 ,000,000:00 or

9 imprisonment fof’_éi%t’é g L)f % years ortoiboth.

10 7.-(1) A}iy pet o \_ﬁ;r__llcj directly or indirectly ci;aes an act without  Unauthorized

T modification of

11 authority and with inteat to causes an unauthorized modification of any corgﬁﬂgter program
12 program or data held in any computer system or network, commits an "

13 offence and liable on conviction to imprisonment a fine of not more than

14 N15,000,000:00 and imprisonment for & term of § years or to both.

15 (2) Any person who damages, deletes, impairs, restrlct or

16 supprcsses data within computer systems or networks, including data

17 transfer from a computer system by amy person w1th0ut authority or in

18 excess of authority, commits and offence and liable on con\-fiction toa ﬁnerof

19 not more than N15,000,000.00 or imprisonment for a term of 8 years or to

20 both. o

21 (3) For the purpose of this section, a modification of any program

22 or data held in any computer system or network takes place if, by the

23 operation of any function of the computer, computer system or network

24 concerned:

25 (’i) any program or data held in it is altered or erased;

26 (ii) any pfogram or data is added to or removed from any program

27 ordataheld init; or -

28 (iii} any act which impairs the normal operation of any computef,

29 computer system or network concerned or ité reliability.
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13 othellform f 1nterference m the computer, system,. which, prevents the

14 computer system or.any part thereof from fuuctmmng in-acgordance with its

15

20 o (d) any artlcle dev1ces mcludlng a computer program gr.a computer

" ed or adopted f01 the e purposg.of committing an, offence under section 2,

22 3 4 or 5 of thlsAct or ass15tmg intl ¢ comumission ofan offgnce;
23 . (b) a computer password .aceess code or similar data by which the

‘24 whole or any part.of a computer, computer system or network is capable of

25 bem g accessed 1 orthe pu. 0S¢ of comm;ttmg an ofgencs under this Act, or

(c) any software, dewce designed pr unarlly 1o overcome security-

\_i.u.

27  measures inany co_mp_ul.e:, computer system or network with the intent that the -
28 devxcembe ophzed 1_“0'1‘r tho burpose of Violating any, provision of this Act,

29 commits an o{ﬂopoe.mq_hah_le_on conmgt;gq__,to:q,f,:lpp.,_ of not, more than

30 N20,000,000.00 or imprisonment for aterm of 15 years or to both; and
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erasing, inputting-or suppressing any data held fn any computer, whether or not
for the purpose of conferring any economic benefits whether for himself or
another person, commits an offence and shall be liable on conviction to a fine of
not more than N25.,000,000:00 or imprisonment for a term of 15 years or to
both. |

(2) Any person who with intent to defraud sends electronic message to
arecipient, where such electronic message materially misrepresent any fact or
set of facts upon which reliance the recipient or another person is caused to
suffer any damage or loss, commits an offence and shall be liable on conviction
to a fine of not more than N25,000_,()00.00 imprisonme_nt.for aterm qf 15 years

or to both.

system or network:

(a) knowingly obtains or possesses another person or entity's identity

"information with the intent to deceive or defraud, or .

(b) fraudulently impersonates another entity or person, living or dead,
with intent to; L
(1} gain advantage for himself or another person;

(if) obtain any property or an interest in any property; |

(iii) Cause disadvantage to.ih_e entity or person being impersonated or’

* another person; or

(iv) avoid arrest or prosecution or to ebstruct, pervert or defeat the

course of justice, commits an offence and is liable on conviction to

imprisonment for a term of 10 yearsora {ine of not morf_;t_han N15,000,000.00
or to both,
| ' 13.-( 1) Any person who intentionally uses any computer or network
system in or for: .
{(a) producing child porno graphy for the purpose ofits distriﬁﬁtion;
(b) offering or making available child pornography;
(c) di_stribufing or fra_nsmitting chiI_cl-ﬁ'(;)ﬁll_'og'rqphy;

—nd

L

12. Any person who in the course of using ;a_-.c_:om_put:er, computer
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1 (d) procuring child pornography for oneself or for another person;

2 (e) possessing child pornography in a computer system or on a

3 computer-data storage mediwm. Commits an offence under this Act and

4 shallbe liable on conviction-

5 (i) In the case of paragraphs (a), (b) and (c) to a fine of not more ‘.
6 than N20,000,000.00 imprisonment for a term of 10 years orio both, and

7 (i) In the case of paragraphs (d) and (e) of this subsection, to a fine }

8 of not more than N10,000,000.00 or imprisonment for a term of not more ]

9 than 5 years orto bjo'th. : | -

10 (2) For the purpose of subsection (1) above, the term “child

11 pornography” shall include pornographic material that visually depicts: 7‘

12 (a) aminor engaged in sexually explicit conduct;

13 (b) a person appearing to be a minor engaged in sexually explicit

14 conduct;

15 (c) realistic images representing a minor engaged in sexually .

16 explicit conduct; and ' 7

17 (d) any form of recording or writing from which a visual image,

18 including a computer generated image or cached on a computer as aresult of

19 an Internet browsing depicting explicit sexual activities involving a child.

20 (3) For the purpose of this section, the term "child” or "minor" shall

21 include aperson below 18 years ofage.

22 14.-(1) Any person who, intentionally takes or makes use of a Cyber squatting
23 name, business name, trac_lemark, domain name or other word or phrase

24 registered, owned or in uée by any 7_1'71;divildual, body corporate or belonging

25 to either the Federal, State or Local Governments in. Northern Nigeria, on =
26 the internet or any other com puter.network, without authority or right, or for

27 the purpose of interfering with their use by the owner, reg'isfrant or -

28 legitimate prior user, commits an offence under this Act and shall be liable

29 on conviction to a fine of not more than N1 O,QO0,000.00 tmprisonment for a

30 term of 5 years orto both, |
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(2) in awarding any penalty against an offender under this section, a.

court shall have regard to the following:

(a) a refusal by the offender to relinquish, upon formal request by the
rightful owner of the name, business name, trademark, domain name, or other
word or phrase registered, owned orin use by any individual, body corporate or
belonging to either the Federal, State or Local Government in Nigeria; or

(b) an attempt by the offender to obtain compensation in any form for
the release to the rightful owner for use in the internet of the name, business
name, trademark, domain name or other word or phrase registered, owned.or in
use by any individual, body corporate or belonging to either the Federa! State
or Local Government of Nigeria.

(3) In addition to the penalty specified under this section, the court
may make an order- directing the offender to relinquish such registered name,
marls, trademark, domain name, or other word or phrase to the rightful owner,

15. Any person who knowingly-accesses any computer or network

and inputs, alters, deletes or suppresses any data resulting in inauthentic data

with the intention that such authentic data be considered or acted upon as if it
were authentic or genuine, whether or not such data is readable or intelligible,
commit an offence and shall be liable on conviction to a fine of not more than
N15,000,000.00 imprisonment fO'r aterm of 10 years or to both.

16.-(1) Any person who knowingly and without authority or in éxcess

of authority causes any loss of property to another by altering, erasing, -

inputting ‘or suppressing any data held in any computer, whether or not for the
purpose of conferring any economic benefits whether for himself or another
person, comuniits an offence and shall be liab.le on conviction to a fine of not
more than N25,000,000:00 or imprisonment for a term of 15 years or to both.
(2) Any person wha with intent to defraud sends,elect'roniq message o
a recipient, where such electronic message materially il)isfepresant any fact or
set of facts upon which reliance the recipient or another person is caused to

suffer any damage or loss, commits an offence and shall be liable on conviction
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l to a fine of not more than N25,000,000.00 imprisotment for a term of 15
2 years or to both,
g} 17. Any person who in the course of using a computer, computer  Identity theft .
4 system ornefwork: i impersonaton
5 (a) knowingly obtains or possesses another person or entity’s
6 tdentity information with the intent to deceive or defraud, or
7 (b) fraudulently impersonates another entity or person, living or
8 dead, with intentto:
9 (i) gain advantage for himself or another person;
10 {ii) obtain any property or.an interest in any property’;
L1 (iil) Cause disadvantage to the entity or person being impersonated
12 or another person; or ‘ |
13 (iv) avoid arrest or prosecution or to obstruct, pervert or defeat the
14 course of justice, commits an offence and is liable on conviction to
15 imprisonment for a term of 10 years or a fine of rot more than
16 N15,000,000.000rtoboth, | |
17 18.-(1) Any person who intentiondlly uses-any computer Or  Child pornography
18 network system in or for: | . i?i;?:l::cd
19. (a) producing chifd pornography for the purpose of its distribution |
20 {b) offering or making available child pornography;
21 (é) distributing or transmitting child pornography;
22 (d) procuring child pornography for oneself or for another person;
23 * {e) possessing child pornography in a computer sys%em or :n a

24 computer-data storage medium. Commits an offence under this Act and
25 shallbe liable on conviction:
26 {i) In the case of paragraphs (a), (b) and (c) to a fine of not more
27 than N20,000,000.00 imprisonment for a term of 10 years orto both, and
28 (ii) In the case of paragraphs {d) and (¢) of this subsection, to a fine
29 of not more than N10,000,000.00 or imprisonment for a term of not more
30 than 5 years or to both.
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constituting genocide or crimes against humanity, as defined under the Rome
Statutes of the International Criminal Court, 1998. commits an offence and
shall be liable on conviction to a fine of not more than N10,000,000.00 or
imprisonment for a term of 5 years or to both. ‘ o

(2) For the purpose of subsection (1) above, the term "racist and
xenophobic material" means any written or printed material, any image or any
other representation of ideas or theories, which advdéates, promotes or incites
hatred, discrimination or violence, against any individual or group of
individuals, based on race, colour, descent or national or ethnic origiﬂ, as well
as r'eﬁg'ion ifused as a pretext of any of these factors.

22.-(1) A service provider shall keep all traffic data and subscriber
information as may be prescribed by the agency for the time being responsible
for the regulation of communication services in Nigeria.

(2) A service provider shall, at the request of the agency referred to in
subsection (1) of this section or any law enforcement agency:

(a) preserve, hold or retain any traffic data, subscriber information or
related content, or ' _

~ {b) release any information required to be kept under subsection (1) of
this section, ‘ |

3YA law enforcement agency may, through its authorized officer,
request for release of ény information in respect of subsection (2)(b) of this
section and it shail be the duty of'the service provider to comply;

4) Any dataretained, processed orretrieved by the service provider at
the request of any law enforcement agency under this Act shall not be utilized
except for legitimate purposes aS may be provided for under this Act, any other
legislation, regulation or by an order of a Court of competent jurisdiction.

(5) Anyone exercising any function under this section shall have due
regard to the individual right to privacy under the Constitution of the Federal

Republic of Nigeria, 1999 and shall take appropriate measures to safeguard the

- confidentiality of the data retained, processed or retrieved for the purpose of
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law enforcement.

(6) Any person who cohtrévenes the provisions of subsections (1)-
(4) of this section commits an offerice and shall be liable on conviction to a
fine of not more than N5,000,000:00 or imprisonment for term of 2 yearorto
both, -

23. Where there are reasonable grounds to suspect that the content
ofany electronic communication is reasonably required for the purposes ofa
criminal investigation or proceedings, a judge may on the basis of
information on oath: ‘

(a) order a se1 “ice provider, through the application of technical

. means to collect, recora, permit or assist competent authorities with the

collection or recording of content data associated with specified
communications transmitted by means of a computer system; or

(b) autho_rize a law enforcement officer to collect or record such
data through application of technical means.

24.-(I) It shall be the duty of every service provider in Nigeria to
comply with all the provisions of this Act and disclose any information
requested by any law enforcement agency oF otherwise render assistance
however in any inquiry or proceeding under this Aot.

(2) Without prejudice to the generahty of the foregoing, a service
provider shall, at the request of any law enforcement dgency in Nigeria or at
its own Initiatives, provide assistance towards: . o

() the identification, apprehension and%ﬁﬁe;mition ef offenders;

{b) the identification, tracking and traciné of proceeds of any

property, equipment or device used in the commission of any offence; or

(c) the freezing, removal, erasure or cancellation of the sérvices of ,

the offender which enables the offender to either comniitthe offence orhide
or preserve the proceeds of any offence or any propetty, equipment or device
used in the commission of the offence. . ' 5

(3) Any service provide who contravenes the provisions of

Interception of
electronic
communications

Failure of service

. provider to perform

certain duties
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1 subsection (1} and (2) of this section, commits an offence and shall be liable on
2 conviction to afine of not ﬁore than N10,000,000.00.
3 (4) In addition to the punishment prescribed under section (3) and
4 | subject to the provisions of section 18 of this Act, each director, manager or
5 . officer of the service provider shall be liable on conviction to a fine of not more
6 than N5,000,000.00 or imprisonment for a team of 2 years or to both.

cAot;Z?il::fc 2. biding - 7 25. Any person who:

and abetting 8 (a) attempts to commit any offence under this Act;
9 (b) does any act preparatory to or in ﬁthherance of the commission of
10 anoffence under tﬁisAct; or
1 (¢} abets, aids or conspires to commit any offence under this Act,
12 commijts and offence and shall be liable on conviction to the punishmeﬁt .
13 provided for such an offence under this Act.

Corporate 14 26. Abody corporate that commits an offence under this Act shall be

o 15  liable on conviction to fine of not more than N1,000,000.00 and any person
16  who at the time of "[he commission of the offence was a chief executive officer,
17 director, secretary, manager or other similar officer of the body corporate or
18  was purporting to act in any such capacity shall be liable on convictioni'fo
19 imprisonment for a term of 2 years or a fine or not more than N5,000,000,00 or
20  toboth: 7
21 Provided that, nothing contained in this section shall render any
22 person liable to any punishment if he.proves that the offence was committed
23 without his knowledge or that he exercised .all due diligence to prevent the
24 commission of such offence.
" Cyber stalking 25 27. Any person-who With intent to commit an offence under this
) 26 . section:

27 | (1) If he uses electronic mail or communication by means of words or
28 ‘language threatening to inflict bodily harm to any person or to that person's
29 child, sibling, spouse, or dependant, or physical injury to the property of any
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person, or for the purpose of extorting money or other things of value from
any per'son;

(2} If uses electronic mail or communication to communicate to
another repeatedly whether or not conversation ensues, for the purpose of
abusing, annoying, threatening, terrifying, harassing or embarrassing any
person;

(3) If knowingly permits an electronic communication device
under the person's control to be used for any purpose prohibited by this
section. Commits an offence and shall be fiable on conviction to a fine of not
more than N3,000,000.00 or imprisonment for a term of 3 years orto both.

28. Any person who with intent to commit an offence under this
section:

(1) i he pursues a conduct which causes another to fear where the
accused knew or ought to know that the course of conduct amount to
harassment through a computer or computer network;

(2) Ifhe communicates obscene, vulgar, profane, lewd, lascivious
or indecent language, or make any suggestion or proposal of an obscene
nature or threaten illegal or immoral act, commits an offence and shall be
liable on conviction to a fine of not more than NZ,000,000.00 o
imprisonment for a tetm of 3 years or to both,

27. This Bill may be cited as the Criminal Code Act {Amendment)
Bill, 2019,

EXPLANATORY MEMORANDUM
(This note does not form part of the above Act but is imtended to
explain its purport)
This Bill sceks to amend the Criminal Code Act, Cap. C38, Laws of the
Federation of Nigeria, 2004 in order to provide for offences and penalties

relating to computer mistise and cybercrimes.

Cyber harassment

Shori iith:






