[HB. 1491] C 2441 S

CHARTERED INSTITUTE OF COMPUTER FORENSICS OF NIGERiA y
"BILL, 2021 -
ARRANGEMENT OF SECTIONS N d
1. Establishment of the Chartered Institute of Computer Forensws of Y o :
. ngerla etc. _ i . A S w
2. Membershlp of Instltute
3. Council of the Institute .
4, _ Certi_fication Board 7
5. CollegeofFellows - A
- PART II - FINANCIAL PROVIS!ONS . #7
6 Funds of the Instltute . o ‘ ' T e
7. Accounts etc. , .‘ - o >
PART IH APPOINTMENT OF R:EGISTRAR ETC., AND PREPARATION
OF THE REGISTER : - ' )
3. Appointmeﬁt of Registrar, etc,, and preparation of the Register
9. - Publication of regiétef and list of corrections.
: -_ _ PART IV - REGISTRATION
10. Registration of members 4
1L Approval of quali-ﬁcations, étc. .
12, Sﬁpervisioh of instructions and examinations leading to approved ‘ S
qualifications ] ' 2 |
. PARTV - PROI;ESSI-ON'AL- DISCIPLINE “ ‘ .
13. Establishnient of Disciplinary Tribunal and Investigating panel . | S
14. Penalties for.unprofcs;'sidnal conducts, efc, )
| PART VI- MISCELLANEOUS
15 Apphcanon of thlS Billto unreglstered persons |
16. When aperson is deemcqto p,;éacnce asamember.
17. Rules asto practice, etc, » / 3“’ -

18. Provisions of library facilities, etc. .




C 2442 Cha:;tered Institu!e of Computer Forensics of Nigerfa Bill, 2021

2021

‘ _é R ,l : 19, Offences 3
e . - 0. _ Regulations andrules .
. o | 21, . Transfer tothe Institute of certain assets and liabilities
B R 7 22, Interpretation |
' Lo 7 23. Supervasmg Mmlstry
" S o StoriTitle' '
- S "™ SCHEDULES |
o e R ~ FIRSTSCHEDULE
o o _ Supplementary Prowsmnsreiatmgto the Councﬂ
o B SECOND SCHEDULE |

Supplementary provnsaons reIatmw to the Disciptinary Tribunal and

Investi gat:ng Panel -

-

THIRD SCHEDULE

' Trans:tional Prowsnons as toProperty cle.

FOURTH SCHEDULE T

Professnonal Bodles .

uw




[HB. 1491]

o

R 7 T T R S

NE S s O e oFrE DR = 5

ABILL
FOR

. AN ACT To ESTABLISH "THE CHARTERED INSTITUTE OF COMPUTER
FORENSICS OF NIGERIA AND FORRELATED MATTERS

Sponsored by Hon. John Dyegh -

ENACTED by thé National Assemb!y of the Federai Repubhc of
N}geria as follows:
PART I - ESTABLISHMENT, ETC., OF THE CHARTERED INSTITUTE OF
| COMPUTER FORENSICS OF NIGERIA (CICFON)
1.-(1) There is hereby estabhshed a body to be known as the
Chartered Institute of Computer Forensws ofNi geria (CICFON) (in this Bill
feferred toas “the Institute”) which shall be an independent body corporate
underthat name and be charged with the general dcty of:

(a) Have powers to regulate the practice of Digztal Mobile and
Computer Forensics . (including Questloned Document
Exammann/Handwntmg Analysis, Fincrerprmtmﬂr and other Blometrlc_
methads, Ethical Hackmg and Penetration Testing) in Nigeria; _

o) Advancmg the sc1ence of digital, mobile and computer
forensms cyber securlty, ethical hackm I3 and penetratlon testmg in thas Biil
referred to as "the profess:on") ; ' N

© Dctermmmg the standards of kuowiedge and skills to be

attained by petsons seekmg io become reglstered members of the protessmn
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Lommencement

Establiskment

of the Chartered
Institute of Computer
Forensics of

Nigeria (CICFON}

and reviewing: those standards, from time to time, as cnrcumstances may o

rcqun‘e

(d) Promotmg the hlghcst standard of competence practice and

conduct amon g the members of the professwn

(e) Secunng, in accordance wn;h the provxsnons of thxs B111 the'.

estabhsh@ent and mamtenance of a reglster of members cf the professmn
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and the publication, from time to time, of lists of those persons;
() Conduct exammatmn and award ccmﬁcates and licenses to
members and persons asptrmg to qualify and pract:cc as members of the

profession;

(g) chulatmg on matters relating to qual:f' ications for the practlce of
the profcssnon
() Conduct resdarch intoall aspects of the profession;

(1} Organize conferences, seminars - workshops for members and non-
members of the profession;

G Reglstcrland set standards for organizations to provide training for
pers:or_ls aspirinﬂr to qualify and practice as members of the profession;

(k) Have powers to accredit (in collaboration with appropriate
organs(s) ot' govemment) Digital, Mobile and Computer Forensics Courses
and Programmes for Universities or other Tertiary Institutions in Nigeria.

| ) Have powers to accredit Privzite Digital, Mobile and Computer
Forensics Tralnmg Compamcs or Institmtions for the purpese of preparing
candldates forthe lnst:tutc s Certification Examinatjon,

(m)Have powers to accredit Digital Forensics Laboratories and for
other matters connected therew1th

(n) Have powers to accred:t (in ccilabcratron with appropriate
organ(s) of govcrnment) Dlgltal Mcbxle and Computcr Forcnsms Courses in
Institutions of Learnmg in Naoena

(o) Have powers to accredlt and llcensc Distributors and Resellers of
Forcnsnc Eqmpment Seﬂwarc and ForenSIc Tools in ngcr:a

{3}] Have powers to accredlt and certify (in collaboration w1th
approprtate organ(s) of government) Forensic Hardware, Soﬂware and Tools
in Nigena

()] Have powers to enforce standards and ethics in thc practice of

Digital Forensics in ngeria

{r) Have powers to regulate the practice of the profession;
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Chartered Institute of Computer Forensics of Nigeria Bill, 2021

(s) Issue Professional Licenses and Seals fo Fellows and

Professional members for the purpose of practicing the profession and for

sealing Digital, Mobile and Computer Forensics Reports generated by such
members for the courts, tribunals, court martial;, administrative panel of
inquiries and alt their clients;

(D) Doing such things as may promote the advancement of the
profession of digital and computer forensics in both the public and private
sector ofthe economy; and

(u) Performing, through the Executive Council, College of Fellows
and the Certification Board established under Section 3 of this Bi]], the
functions conferred on it by this Bill.

(2) The Institute shall have perpetual succession and a common
seal which shall be kept in such custody as the Council cstablished under
Section 3 of this Bill may from time-to-time authorise.

(3) The Institute may sue and be sued m i't;, éorporate name and may

hold, acquire and_dispose ofany ﬁroperty movable orimmovable,
' 2.-(1) Subject to the provisions of this Bill, a person admitted to the
membershlp of the Institute shall be registered as a member and shall be
entitled to use the abbreviation "MCICFON™ (Member, Chartered Institute
of Computer Forensics of Nj igeria) aﬁ:er his name.

(a) The Institute may register a member as a Fellow Honorary
Feliow Professional Member, Student, or Corporate Member;

(b} A Fellow shall be a person who has practiced as a D[gltal
Mobile and Computer Forensics Examiner for a period of not less lhan 7
years preceding the date of his application to the [nstitute for registrationasa
Fellow. The recommendation for épproval ofanominated candidate shall be

decided by a mapnty vo

f the Certification Board and the final apploval
for a recommended candlﬁa{'&shall be decided by a majority vote of the

Council. Persons reglstered as Feilows of'the Institute shall be entitled to use

after their names, the words . Fellow of the Chartered Institute of Computer

Membershi i of
the Institute



C 2446

Chartered Institute of Computer Forensics of Nigeria Bill, 2021 2021

O 68 - Oy Lt B W R —

2 3 ¥ RN EBEDREBREREEES I r OB = o

Forensics of Nigeria" or the initials "FCICFON". Profbssronal Fellows under
the Incorporated Computer Forensics Institute prior to the commencement of
this Bill shall upon the commencement of this Bill be granted a period of six (6)
months to apply for transfer into Professional Fellowship of the Chartered
Institute of Computer Forensics of Nigeria (CICFON);

() An Honorary Fellow shall be a person of repute and integrity who
has contributed immensely towards the growth and development of the field of
Digital, Mobile and Computer Forensics and Electronic Evidence in Nigeria.
The recommendation for approvol of a nominated candidate shall be decided
by a majority vote of the Certification Board and the fina! approval for a

recommended candidate shall be decided by a 'majority vote of the Council.

" Persons reglstered as Honorary Fellows of the Institate shall be entitled to use

after their names, the words "Honorary Fellow of the Chartered Institute of

Computer Forensics of Nigeria" or the initials "FCICFON (Hon.)". Honorary
Fellows under the Inoorporated Computer Foreosic's ]nstituto prior to the
commencement of this Bill shall upon the commencement of this Bill be
granted a period of six (6) months to apply forr transfer into Honorary
Feliowship of the Chartered Institute of Computer Forensics of Nigeria
(CICFON), _

(d) A Professional Member shall be a person who has undergone the
Institute’s approved Certification Training Programme or who has complctf:d a
similar- Training and Certification from the list of approved 'forérgn
Professional Bodies as listed in the Fourth Schedule (Section 9) of this Eilll, in
as long as such foreign oertiﬁcation covers, subject by subject, the course
contelltg%_fthe Institute's Certification program. Where a candidate is deficient
in certain subject area(s), the candidate must sit for the appropriate CICFON

examination(s) in such subject area(s);

(e) Candidates- who have eoy d-their Certification Training
Programmie under Digital and Compoter Forensics Associates and First Digital

& Techno-Law Forensics Co, Lid. who are the accredited Training Partners to
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Incorporated Computer Forensics fnstitute and have passed the
Incorporated Computer Forensics Institute Examination prior “to% the
commencement of this Bill shall upon the commencement of this Bill be
granted a period of six (6) months to apply for transfer into Professional
Membership of the Chartered Institute of Computer Forensics of Nigeria
{CICFON);

(f) Corporate membership shall consist of Companies, which
produce or market Digital, Mobile and Computer Forensics goods,
software, hardware and tools and or provide Digital, Mobile and Computer
Forensics Consuliancy, Expert witness and Laboratory Services in Nigeria,
which at the date of application, employ not less than two {2) Registered
Professional Members of the Institute and satisfy the rules and regulations of
the Institute. Corporate 71116:11-1bers under the Incorporated Computer
Forensics Institute prior to the commencement of this Bill shall upon the
commencement of this Bill be granted a period of six (6) months to apply for
transfer into Corporate Membership of the Chartered Institute of Computer
Farensics of Nigeria (C ICFONY;

(g) Candidates as Fellow, Honorary Fellow, Professional Member,
Student. or Corporate Member must be inducted and sworn to an Oath of
Professional Ethics by the Institute;

(h) A person who desires to take the Certification Examination for
Professional Membership of the Institute shall obtain -the necessary
Application Form for Student Membership, attend an accredited Training
Programme, sit for the Certification Examination and be inducted into the
Institute;

(i) No organization or person may practice as a Digital, Mobile and
Computer Forensic Examiner, Ethical Hacker or Licensed Penetration
Tester or offer Digital, Mobile and Computer Forensics Services including
sales of forensic hardware, software and tools in Nigeria unless they have

been registered by the Institute,
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gglt:irt:;:'lof the 1 T~ 3.-(1) There shall be established, a Council of the Institut;e, which
2 shall be charged with the administration and general management of the
3 Institute.
4 (2) The Councii shall consist of:
5 (ﬁ) the President of the Institute who shall be a person of proven
6 ability and integrity and a registered Fellow of the Institute with not less than
7 seven (7) years post registration practical experience to be voted for by
8 registered members of the Institute at an Annual General Meeting (AGM);
9 (b) the Ist Vice-President of the Institute with same criteria as the
10 office ofthe President; |
11 (c) the 2nd Vice—Presideﬁt of the Institute with same criteria as the
12 officcofthe Presiden;
13 (d) The Provost, College df Fellbwé;
14 (€) The Chairman, Certification Board:
| 15 " (f) The Chairman, Membership Committee;
16 (g) The Chairman, Finance Committee;
17 (h) The Chairman, Examinations Committee;
18 (i} The Chairman, Conferences Committee:
19 (j) The Chairman Ethics and Disciplinary Matters Committee;
20 (k) The Chairman, External Relations Committee;
21 (I) The Chairman, Laboratories & Facilities (Accreditation &
22  Enforcement) Committee; h
23 (m) The Chairman, Education& Mandatory Continuous Education
24 (MCE)Committee;
25 (n) The Chairman, Research and Publications Committee;
26 (o) The Chairman, Audit Commiitee;
27 {p) Ex- Officio Member #1;
28 {q) Ex- Officio Member#2;
29 - (r) Two (2) vepresentatives of Special Interest Groups registered with
30  the Insfitute; withnot less than five (5) years practical experience who shall be
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voted into the Executive Council from arnong the registered members of the
Institute at an Annual General Meeting (AGM);

(s) A.l.l immediate past presidents of the Instit}_lte, including the
Incorporated Computer Forensics Institute;

(t) Two persons who .s'ha.ll be registered members of the Institute to

represent Institutions of higher learning in Nigeria offering courses leading

to an approved qualification in Digital, Mobile and Computer Forensics, in.

rotation, so however that the two shall not be nominated from the same

Institution;
(u) Gne (1) Representative of the Chief of Staff to the President,
Federal Republic of Nigeria; _
(v) One (1) member of the Council nominated by the Honorable
Minister of Science 'and.Téchnol‘ogy; h
{w)} One (1) Representative of the Office of the National Security
Adviser(ONSA); |
(%) One (1) Representative of the Honorable Attomey General of
the Federation and Minister of Justice; :
(y} One (1} Representative of the Honorable Minister of
Educa.tiion;
. {z) One (1) Representative of the Office of Minister of
Communications and Digital Econom)}; |
. (aa)One (1) Representative of Head of Service of the Federation;
| {ab) The Registrar ofthe Institute, as Secretary to Council,

The Executive Council of the Institute shall be an elected body, with the

‘exception of the Provost of the College of Fellows, Chairman of the

Ce’rtiﬁifation Board, Past Presidents and Government Representatives.

For igr\s W' to 'ab’ above, nominated representatives shall be Chartered

Digita ‘;Forensics Examiners. 7
Tenure of Office

The tenure of office for Executive Council members shall be for a single
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I term of five (5) years.
2 The Executive Council shal] have the power to add to the number (;r amend the
3 names of thejr respective committees and sub-committees as necessary from
4  timetotime.
5 (3) The President and the Vice-Presidents shall be elected into the
6 Councii by members of the Institute.
7 (4) The President and Vice-Presidents shall each hold office for a
8 single term office (5) years from the date oftheir election for the same position.
9 (5) The President shall be the Chairman atmeetings of the Institute, so
10 however that in the event of the death, incapacity or inability for any reason of

- Il the President, the st Vice-President shall act as President for the unexpired

12 portion of the term of office and as Chairman, as the case may be and references
13 in this Bill to the President shal] be construed accordingly. In the absence of
14 both the President and the 1st Vice-President, the 2und Vice-President shall
15 chairthe meeting of the Institute, as long as a quorum is formed.
16 (6) The President and the two Vice-Presidents shall respectively be
17 Chairman, 1st Vice-Chairman and 2nd Vice-Chairman of the Council of the
18 Institute respectively under this Bill. '
19 (7) If the President or any Vice-President ceases to be a meniber of the
20  Institute, he/ she shall cease to hold any of the offices designated under this
21 section,
22 (8) The other Members of Council shall be elected fora single term of
23 five (5)years for the same position,
24 (9) The provisions of the First Schedule to this Bill shall have effect
25  with respect to the qualifications and tenure of office of members of the
26 Council and other matters therem mentioned.

Certification 27 4.-(1} There is hereby established under this Bill, a Body as the

oo 28  implementation, certification and disciplinary body of the Institute, to be
29  knownas the "Certification Board" {the Board) of the Institute.
30 (2) The Board shall consistof:
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(1) The Chairman:
(2) The Vice Chairman;
. (3) The Chairman, Education & Mandatory Continuous Education
{MCE) Committee;
. (4) The Chairman, Examination Matters Committee;
(5) The Chairman, Ethics and Disciplinary Matters Committee;
(6) The Chairman, Laboratories & Facilities (Accreditation &
Enforcement) Committee;
(7) The Chairman, Membership Committ_ee;
| (8)The Chairmlan, Finance Committee;
(9) The Chairman, Conferences Committee;
(10) The Chairman, External Relations Committee;
‘(] 1) The Chéirmé.n; Branch Networks Committee (South);
(12) The Chairman, Branch Networks Committee (North);
(13) The Chairman, Audit Committee; |
(14) The Chairman, Research and Publications Commiltee;

(15) The Chairman, Special Duties Committee;

(16) Past Presidents of the Institute who have successfully..

completed their terms of office;

(17) Two (2) other Fellows of the institute elected by members of

the institute at the institute's AGM;

(18) One (1) member of the Board nominated by the Honorable

Minister of Science and Technology;

(19) One (1) Representative of the Honorable Attorney General of -

the Federation & Minister of Justice;

(20) One (1) member of the Board nominated by the Office of the
National Security Adviser (NSA);

(21) One (1) Representative member of the Board nominated by

~

the Honorable Minister of Education; g

(22) One (1) Representative of ‘the Honorable Minister of
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| Conimuﬁications and Digital Econpmy;
(23) One (1) Representative of the Honorable Minister of Interior
(24) One (1) Representative of the Inspector General of Police;
« (250ne(1)Representative ofthe Chief Defense Staff:
(26) One (1) Representative of the Governor of Central Bank of
Nigeria; '

(27) One (1) Representative of the Staridards Organization of Nigeria
(SON);and - | '

O oo | =2 th w b

(28)The Registrar of the Institute (Secretary to the Board).

10 -For items 18-27 above, nominated representatives shall be Certified Digital

11 Forensics Examiners.

Tenure of office 12 (3) The tenure of office of members of the Certification Board shall be

of Chairman and _ : . .

gieé?tém:-c'f the 13 two(2) terms of five (5) years each. However, the tenure of the Chairman ofthe
2 ication

Board

14 Certification Board shall be asingle term of five (5) years.
15 (4) Duties of the Certification Board:

16  The duties ofthe Certification Board shall include:

17 (1) Accreditations of the following:

18 (2) Digital Forensics Courses in Universities and Institutions of

19 Léaming;

20 (b) Digital F or;nsics Laboratories;

21 (2) Certification of Digitai Forensics Practitioners;

22 (3) Certification of Digital Forensics hardware, software, and Tools;
23 (4) Enforcement of Standards and Professional Practice;

24 (5) Submission of its Annual Budget to the Executive Council of the

25  Institute forapproval;

26 (6) Any other duties as assigned to it by the Executive Council of the
27  Institute, -

28 The Certification Board shall have the power to add to the number and amend

29  the names of their respective committees and sub-committees as necessary

30 fromtimeiotime. -
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(3) Members of the Board shall hold office for a period of five (5)
years each and renewable for another term of five (5)years.

(4) Each of the Board members listed 1 - 17 above must be aFellow
of CICFON with reputable character, whose membershi p subscription fees
are paid up-to- date, with a minimum of seven years' experience in the
profession, and active in theirareas of specialization in the profession,

5.-(1) There is hereby established under this Bill, 2 Body as an"
Advisory Body" to be known as the "College of Fellows" of the [nstitute,
which shall be headed by the Provost of the College of Fellows and assisted
by a Deputy Provost.

(2) The responsibilities of the College of Fellows shali include the
following:

(a) Vetting and approval of Fellowship Application forms from

Professional Members of CICFON;

(b) Nomination on Honorary Fellowship Awards to deserving

members of the public;

(¢) Advisory services to Executive Council and Certification
Board;

(d) Can create and manage the internal structures and activities for
Fellows;

(¢) Submits Budget to Executive Council for approval;

(f} Other duties as assigned by the Executive Council and
Certification Board;

(3) The tenure of office of the Provost and Deputy Provost, College
of Fellows shall be forasingle term oftwo (2) years.

(4) The Provost shall represent the College of Fellows on the
Executive Council of the Institute while in office. In the absence of the
Provost, the Deputy Provost shall represent the Provest at the CICFON
Executive Council meetings.

(5) The Coellege of Fellows shali have the power to appoint its own

C24

451
3

Coellege of Fellows
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I officers and to add to the number or amend the names of their respeciive
2 committees and sub-committees ag neceésary from time to time.
3 ParT 1T - FINANCIAL PROVISIONS
runqing ol the 4 6,-(1) The Institute shail be funded:
e 5 (a} by the payment of membership fees and other moneys payable to
6 the Institute pursuant to this Bili; and
7 (b) such moneys as may be payable to the Institute, whether in the
8 course of the dischargs of its functions or not.
. ; 9 {2} There shall be paid out of the resources of the Institute:
10 (a) the remuneration and allowances of the Registrar and other
11 employees ofthe Council and the Board,;
i2 (b) such reasonable travelling and subsistence allowance of members
13 ofthe Council and the Board in respect of the time spent on the business of the
14 Council and the Board as the Council and the Board may approve,
15 (c) ary other expenses approved by the Councilor the Board in the
S 16  discharge oftheir functions under this Bill.
;‘e i7 (3) The Council may invest meneys in the fund inany security created
18 orissued by or on behalf of the Federal Government or in any other securities in
19  Nigeria approved by the Council.
20 (4) The Council may, from time fo time, borrow monecy for the
21 purposes of the Institute with the approval of the Annual General Meeting
e 22 (AGM) and any interest payable o0 moneys so borrowed shali be paid out of
23 thefund. _ a
Accoums, ele. 24 % 7.-{1) The Institute shall keep proper accounts on behalf of the
75  Institute inrespectofeachyear.
26 (2) The Institute shall prepare monthly, quarterly and annual financial
27  reporisand submit same to both the Counciland the Board;
28 (3) The institute shall keep proper records in relation to those
T 29  accounis and shall cause its accounts to be audited at the end of the year by a
N w

firm of auditors approved by the Institute and, When audited, the accounts shail
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be submitted to the members of the Instituie for approval by them at the
Annual General Meeting of the Institute.

(4) Appointment and renewal of appointments of the firm of

external auditors shall be by the Annual General Meeting ofthe Institute.
PART TII - APPOINTMENT OF REGISTRAR ETC:, AND PREPARATION
OF THE REGISTER

8.~(1) The Institute shall appoint a fit and proper person to be the
Registrar for the purposes of this Act, and such other persons as the Institute
may, from time to time think necessary lo assist the Registrar in the
perfonﬁénce of his function underthis Bili. |

(2) The Registrar must be a Fellow of the Institute, with seven
years' experience in the profession and a proven additional qualification and
track record iz administration. The Registrar shall hold office for a period of
five (5) years and renewable for another term of five (5) years.

{3) The Registrar shall be the Secretary to the Council and the
Board.

(4) It shall be the duty of the Registrar to prepare and maintain in
accordance with rules made by the Institute, a register of the namés,
addresses, approved qualifications and of such other qualifications and
particulars as may be specified in the rules, of all persons who are entitied in
accordance with the provisions of this Bill to be registered as members of the
Institute or such persons who have applied to be so registered.

{5) Subject to the foregoing provisions of this section, the Council
shall make rules with respect to the form and keepisg 8 the register and the
making of entries therein, and in particular:

(a) regulating the making of application for or registration, as the
case may be, and providing for the evidence to be produced in support of
such applications; :

(b} providing for the notification to the Registrar, by the person to

.

whom any registered particulars relate, of affy-chan ge in those particulars;

Appointment ol
Registrar, ete. and
preparation ol the
regisier
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(c) authorizing a registered person to have any qualification which is

S

required in relation to the relevant division of the profession, whether an

approved qualification or accepted qualification for the purposes of this Bili

3

3
4 registered in refation to his name in addition to or, as he may elect, in

L

substitution for any other qualifications so registered:

(d) specifying the fees, including any annual subscription, to be paid

N

to the Institute in respect of the entry of names on the register, and authorizing
8 the Registrar to refuse to entera name on the register until any fee specified for
5 the entry has been paid. Provided that such fees or dues, the entry of names or
10 therefusalto dosohave been confirmed ata meeting of the Institute.

it (e) specifying the doing of anything omitted to be done vnder the

12 foregoing provisions of this section,

13 {6) Tt shail be the duty of the Registrar:
14 (a) to correct, in accordance with the Council’s directions, any entry in
= }5  the register which the Council directs him to correct as being in the Council's

16  opinionan entry which was incorrectiy made;

17 . (b) to make, from time o time, any necessary alteration to the
18  registered particulars of members or the Register of members:

19 (c} to remove from the register, the name of any rcgistergd member
20 whohas Died;

21 {d) 1o record the names of members of the Institute who are in default
22 for more than six months in the payment of annuval subseriptions, and {o take
23 such action in reiatiqn therclo {including removal of the names of defauiters
24 , ‘ from the register) as t!hg Council may direct orrequire.

25 {7) Ifthe Registrar:

26 (a) requesis a registered member to cither provide or confirm the
37  particulars regarding his/her membership and such a member neglects Lo do so
28  within six monihs of the request, ihe Regisirar may send a netice of reminder
729 requesting the member to»;}j'gavide the required information within a lurther

30 period of three months;
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(b) Where the member fails to provide the requested information at
the expiration of the additional period of three months period, the Registrar
may remove the particulars relating to such member from the register of
members, and report same to the Certification Board.

(7) The Council and the Board may direct the Registrar Lo restore
the particulars of any member removed under this subsection.

9.-{1) it shall be the duty ofthe Registrar:

(a) to cause the register of members to be printed, published and
put-on sale to members of the public not later than two years from the

commencement of this Bili;

(b) thereafter in each year, to cause to be printed, publish and put-

on sale as aforesaid, either a corrected edition of the register of members ora

list of corrections made to the register, since it was last printed;

(c) to cause a print of each edition of the register and of each list of
corrections to be deposited at the principal offices of the Institute; and

(d) to keep the register of members and lists so deposited to be
made available to members of the public at all reasonable times for
inspection. |

(2) A document purporting to be a print of an edition of a register
published under this section by authority of the Registrar, or documents
purporting to be prints 6fan edition of a register so published and of the list
of corrections to that edition so published, shall .(without prejudice o any
other means of proef) be admissible in any proceedings as evidence) that
any person specified in the document, or the documents read together, as
being registered was so registered at the date of the edition or of the list of
corrections, as the case may be and that any person not so specified was not
soregistered.

(2) Where in accordance with subsection (2} of this section, a
person is, in any proceeding shown to have been or not to have been

registered at a particular date, he shall, unless the contrary is proved, be

Publication of
register and
list of corrections
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taken for the purposes of those-pmceedings as having at all material times
thereafter continued to be, ornotto be so registered.
PART IV - REGISTRATION

10.-(1) Subject to section 9 of this Bill and to rules made under section
7 (4) of this Bill, a person shal be entitled to be registered as a member of the
profession ifhe satisfies the Council that:

- (a) immediately before the commencement of this Bill, he hoids a
qualification approved for membership of any of the professional bodies
mentioned in the Fourth Schedule to the Bl or any other professional forensics
body approved by the Council on the recommendation of the Board, in as long
as such certification covers, subject by subject, the course contents of the
Institute's Ceitification program. Where a candidate is deficient in certain
subject area(s), the candidate must sit for the appropriaie CICFON
examination(s) in such suhjeét area(s);

[Fourth Schedule. ]

(b) before st January 2017, he was a graduate in forensics science of
any Nigerian or foreign university with three years’ post-qualification
experience in digital, mobile and com.puter forensics;

(c) he is a citizen of Nigeria and was immediately before the
commencement of this Act, the Head of Forensics Department, provided he
possesses a Bachelor's degree in forensics oran cquivalent qualification:

(d) he has completed the required Boot Camp or online training and
passed the Professional Certification Examination conducted by the
Encdrporated Computer Forensics Institute.

(2) gubject as aforesaid, a person shall also be entitled to be registered
as amember under this Bill, ifhe holds such certificate as may be recognized by
the Institute from time to time on the recommendation of the Board to the
Coﬁncil.

(3) An Applicant for registrati.on under this Bill shall in addition to

evidence of qualification, satisfy the Coung\i\f that-
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i (a) he is of good character;

z (b) he has attained the age of eighteen years {this requirement may

3 be waived for student members of the Institute); ' |

4 {¢) he has not been convicted in Nigeria or elsewhere of an offence

5 involving Fraud or dishonesty; and

6 {d) he has not been declared or adjudged a bankrupt in Nigeria or XH i

7 elsewhere. ,

] (4) The Council may, in its sole discretion provisionally, accept a

G qualification produced inrespectofan application for registration under this

10 section or direct that the application be renewed within such period as.may

i be specified in the direction.

12 (5) Any entry directed to be made in the register, under subsection

13 (4) of this section, shall show that the registration is provisional and no entry

4 so made shall be converted to full registration without the consent of the

15 Council and the recommendation of the Board signified in writing in that

16 behalf. )

17 (6) The Council shall, from time to time, publish in the Gazette of

18 the Ministry particulars of gualifications for the time being accepted for

i9 registration under this Bill. |

20 11.-(1) The Certification Board may approve any institution forthe  Approval of
qualifications, efc.

21 purposes of this Bill and may for those purposes approve:

22 {a) any course of training at any approved institution which is

23 intended for persons seeking to become or are already members of the

24 forensics profession and which .in the opiaion of the Board is designed to

25 confer on persons sufficient knowledge and skifl for the practice of the '

26 profession; K

27 (b} any qualification which, as a result of an examination taken in

28 conjunction with a course of training approved by the Board under this

. 29 section, is granted to candidates reaching a standard at the examination .
30 indicating in the opinion of the Certification Board, that the candidates have
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sufficient know tedge and skill for the practice of the profession,

(2)The Board_r may, if it thinks fit, withdraw any approval given under
this section in respect of any course, qualification or institution; but before
withdrawing such an approval the Board shal:

(a) give notice that it proposes to do so to persons in Nigeria appearing
to the Board to be persons by whom the course is conducted orthe quaiilication
is granted or the institution is controiled, as the case may be:

(b) afford each, such person an opportunity of making to the Board
representations with regard to the proposal; and

(¢) take into consideration any representation made as respects the
proposal in pursuanee of paragraph (b} ofthis subsection.

(3} A course, qualification or institution shail cease 1o be recognized
during any period an approval has been withdrawn under subsection (2) of this
section.

(4) Notwithstanding the provisions-of subsection (3} of this section,
the withdrawal of an approval undersubsection (2) of this section shall not
prejudice the registration eligibility of any person who by viriue of the
approval was registered or was eligible for registration (either unconditionally
or subject to his obtaining a certificate of experience) immediately before the
approval was withdrawn.

(5) A foreign forensic examiner or a person with a foreign
qualification and license 1o p_ractice as a forensic examiner who seeks to
practice in Nigeria or render forensic services in Nigeria:

(6) Must ¢ither obtain license from the Board to practice as such or
seck fora waiver from the Council through the Board.

(7) An approval or waiver obtained for the purposes of rendering
forensic service(s) shall only be for the duration of the period for which such
service(s) is to be performed and shall be so stated in the license or waiver. Such
approved period shall notexceed a period of 90 days.

(8) The grant or withdrawal of an approval or license under this
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section shall have effect from such date, either before or afler the exccution
of the instrument signifying the grant or withdrawal of the approval or
license, as the Board may specify in the instrument and the Board shall:

{a) as soon as may be, publish a copy of every such instrument in
the Gazetie; and _

(b} not later (han seven days before its publication as aforesaid,
send acopy of the instrument to the Minister.

12.-(1) The Board shall be informed of the nature of:

(a) The instruction given at approved institutions o persons
attending approved courses of training; and

_ (b} the examinations as a l_‘esuit of which approved duﬁliﬁcations

are granted, and for the purposes of performing that duty, the Board may

appoint either from among its members or otherwise, persons to visit

- approved institutions or to.observe such examinations.

(2) Tt shall be the duty of a person appointed under this scction to

- reportfa the Board on:

-(a) the adequacy of the instruction given (o persons attending

- approved courses of training at institutions visited;

(b) the adequacy of the examinations administered by such

:institution; and

{c)}any other matters refating to the institutions or examirations on

. which the Board may, either generally or in a particuiar case, request the

person to repaort.

Provided that the-person shall not interfere with the giving of any

.instruction or the holding of any examination.

(3) On receiving a report made in pursuance of this section, the

- Board may, if it thinks fit, and shall, if so required by the institution, send a

" ¢ copy-ofthe report to the person appearing to the Board to be in charge of the

institution or responsible for the examination to which the reportrelates.

Supervision ol
mstructions and
examinations
leading to approved
qualifications
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1 PART V - PROFESSIGNAL DISCIPLINE
S?S?slf.gﬁfég 2 13.-{1} There shall be a tribunal to be known as the Chartered Institisle
;";';LSIEZ';]':; 3 ofComputer Forensics of Nigeria Disciplinary Tribunal (in this Biil referred to
Panel 4 as "the Tribunal") which shall be charged with the duty of considering and
5 determining any case of professional misconduct referred o it by the
6 investigating Panel established by the foliowing provisions of this scction and
7 any other case of which the Tribunal has cognizance under the foilowing
8 provisions of this Bill,
g {2) The Tribunal shali consist ol the Chairman of the Council and six
10 othcr members of the Council appointed by the Council {including the
Il representative of the Minister of Justice on the Council), the President of
12 Council and three other members of Council. The Registrar shall act as the
13 Secretary.
14 (3) There shall be a body to be known as the Chartered Institute of
! Compuier Forensics of Nigeria Investigating Pancl (in this Bil referred to as
16 "the Panel™ywhich shall be charged with the duty of:
17 (&} conducting a preliminary investigation into any case where it is
i§ aileged that a persen registered has misbchaved in his capacity as a member or
19 should for any other reason be the subject of proceedings before the Tribunal;
20 and
21 () deciding whether the case should be referred to the Tribural.
22 {4) The Panel shiall be appointed by the Council and shail consist of
2% five Members, four from the Council and the other one from ouiside the
24  Council.
25 {(5) The provisions of the Sccond Schedide to this Bill shali, so faras
26  applicable to the tribunal and panel respectively, have effect with respect to
27  thosebodies.
28 {6) The Council and the Board, jointly, may from time lo time make
29  rules not inconsistent with this Bill as to acts which constitute professional

misconduct.
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14.-{1}Where:

(a) a person registered under this Biif is judged by the Tribunal to
have committed any act of professional misconduct; or

(b) a person is convicted, by any court or tribunal in Nigeria or
elsewhere having power to award impriscnment, of an offence (whether or
not punishable with imprisonment) which in the opinion of the Tribunal is
incompatible with the status of amember ofthe profession; or

(c) the tribunal is satisfied that the name of any person has been
fraudulently registered, the Tribunal may, if it (hinks i, give a dircction
reprimanding that person or ordering the Registrar (o strike his name ofl ihe
relevant part of the register.

(2) The Tribunal may, if it thinks fit, defer its decision as to fhe

giving of a direction under subsection (1) of this section until a subsequent

meeting of the Tribunal; but:

(&) no decision shali be deferred under this subsection lor periods
exceeding two years in {he aggregate; and

(b) no person shall be a member of the Tribunal for the purposes of
reaching a decision which has been dchrr.cd or further deferred, uniess he
was present as a member ofthe Tribunal when lhe_dqcision wﬁs deferred.

(3) For the purposes of subsection {1) (k) of this section, a person
shall not be treated as convicted, unless the conviction standsata limé when
noappeal or furtherappeal is pending or may (witho_ui‘ex{e_n_s_.ion 0ﬁimc} be
brought in connection with the canviction..

(4) Whenthe Tribunal gives adirection under sﬁbs.eclion (1 ofthis
section, the 'I'rihu-xml‘.-sh_aﬂ-causc_:,;_n_ot.ice_ ol'the direcl_ipn_ to be_scrvcd on the
person to whonm itretates. | | .-

(8)Apersontowhoma digccﬁpn;c_:lg}_cs may, at any .Lime within 28
days fromthedateofiservice on him g Mnotice _(.)i:'Llu-: dircdioﬁ, uppééi against
the direction to the Court of Appcal and. the Tribunal. may appear as

respondent to the appeal and, for the purpose of enabling directions Lo be

Penalties for
unprofessional
conduct, vlc.
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1 giveﬁ as 1o the costs of the appeal and ofpfécéedings before Court of Appeal,
2 the Tribunal shall be deemed to be a party thereio whether or not it appears on
3 the héaring ofthe appeal.
4 (63 A direction of the Tribunal under subsection {1} of this section,
5 shalliakeefT ectwhere:
6 - {a)noappeal under this section is brought againss the direction within
- 7 thetimelimited forthe appeal, on the expiration of that time;
8 (b) an a;ﬁpcal is brought and is withdrawn or struck out for want of
g prosecution, on the withdrawal of siriking out of the appeal;
10 .. {c) an appeal is brought and is not withdrawn or struck out as
I o foresaid, if and when the appenl is dismissed, and shall not take effect except
{2 inaccordance with the foregoing provisions of this sub section:
i3 {7} A person whose name is struck ofT the register i pursuance of a
i4  dircction of the Tribunal under this section, shall not be entitledito be registered
5 againexcept in pursuance of a direction in that behalf andiz divection under this
i6 scction forthe striking offof a person’s name from the:register, may prohibitan
H appiication for re-registration under this subsectiom by that persoe until the
1 8 expimﬁ&m of such period from the date of the directiom fand wiere ke has duiy
i . sade such an appiication, from the dale of his fast application) as may be
20 specified in the direction.
’.i! - PART VI - MISCELLANEGEHS
Application ni', 22 15. Any person not a member of the Computer Forensies Instilute
Tﬂ:cg:llf;ucd 27 iﬁcorpuféieﬂ urder the then Land Perpeluat Succession Act (in this B
e 24 referred to as “ihe Incorporaied Instiiute™) who but for this Bill, would heve
) 25 peen qﬁai'i‘ﬁcd 'Léliip'piy for and obtain thiembership ofthe Incorporated Institute
: 26 may, within the period of six (6ymonths beginning from the commencenyent of
27 this Bill, apply for membership of the Instituic.in such manner as may be
: 28 | '[;réséfib‘c& by rufes made by'ihe Board and approved by the Council. ifsuch an
T20

- ':'al;;;i-izt:él'idi{?s' approved, hie shall be registered according tohis qualification.
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16.-(1) Subject to subsection (2) of this section, a person shall be
deemed as a member of the profession if, in consideration of remuneration

received or to be received and whether by himself orin partnership withany

~ other persen:

(@) he engages himself in the Digital, Mobile and Computer
Forensics: practice or helds himselfout to the public as a:member of the

!nst:tutﬁ “or

(byhe renders pmfescmnal service or agsistance: m or about matters

of principle or detail relatinglo pr.e-!e;s-!on;:or

{c) he rendersanyathier service which:may by regnlations made by

the C.eﬁn.gilfbe desigptdf as servicocanstiiuting digital, mobile and compuier

ihrens:cspmchca; on

{d): desentbus hsmsa%! as & Chastered D!g;thi Ferensics Exantimer;

anad are enf L‘ief‘\i@,us& theacmonym of "C.dR" ai”mr l!amg AMES: inaddition te

*MCCFI ar FCCFE (ﬁu: Eaimﬁ‘ whicl sihews the clags: of mﬁ,mh@rshm ok the

Estitutes i . _

(23 Wething i &hisi scctiom shali be comstrued so as to apply to
persons wie, while i the employment of any Gevernment or engaged in
digital, mebile and mmputer forensies Neld perform the ﬁmics orany of the
dulics ﬂf = certified forensics examiner, Such persons &hmi within a period
of two {2} years from the cc%mszencemcn& of this Bill regularize their
membersiip with the Institu lc.. |

17.-{1} The Board may make rules {or theapproval of the Council:

(1} for the training of suitabic persons in digi.ta'i, mobile and
computer lorensn.s mc:.hccﬁs and pracuce and

() {'or lhc supu,msmn nd res,u.autm of lhc cngaucmenl tmu[mg,

developmeni and tr'\nster of such pa,rscnsk
(2) Thc Cmmcﬂ may .nnke rules:

(a) prvsm b:iw mc dmoi,.l‘l,and duc date for p'xymcnl of J\e annual

Whew a:person:
is deemed Lo
praclice as & -
member.

Ruley as to
pructice, ete.
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1 (b} prescribing the form oflicense to practice to be issued annually or,
2 ifthe Ceuncil thinks fit, by endorsement on an existing license; and
3 (c) restricting the right to practice in default of payment of the amount
4 of the annuaf subscription where the default continues for longer than such
5 period as may be prescribed by the rules.
6 (3) Rules when made under this section shall, if the President of the
7 Councilso directs, be published in the Gazette,

Provision of 8 18. The Institute shall:

library facilitics, '

Eic. 9 (a) provide and maintain a fibrary com prising books and pu blications
10 for the advancement of knowledge of cyber security, digital, mobile and
1 computer forensics, and cognate subjects as applied te all or any of the
12 professional services provided by forensic experts engaged in either public or
13 private practice, industry and commerce or the civil service and such other
14 books and publications as the Council may think necessary for the purpose;
15 (b) encourage research into digital, mobile and: computer forensics
16 and crime management and such subjects as maybe relevant to the proi'ession
I7  to the extent that the Councit and the Board may, from time to time consider
I8  neccessary. |

Offences 19 19.-(1) 1 any person, for the purpose of procuring the registration of
20 any name, qualification or other matier:
21 {a) makes z s[ate;nen[ which he belicves to be false in a material
22 pﬁrlicular or
23 {(b) reckiessly makes a statcment which is false in a material
24 particular, he shall be guiity ofan offence.
25 {2) If, on or afier the relevant date, any person who is not a member of
26  the Institute practices or holds himself out to practice for or in expectation of
27 reward or takes or uses any name, title, addition or description implying that hwe
28  isamemberofthe Institute shall be ggilty of'an offence:
29 Provided that, in the case of a person falling within Section 14 of this

30

Bill:
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(a) this subsection shall not apply in respect of anything done by
him during the period of three months mentioned in that section; and

(b) if within that period he duly applies for membership of the
Institute then, unless within that period he is notified that his application has
not been approved, thi-s subsection shall not apply in respect of anything
done by himn between the end of that period and the date on which he is
registered or is notified as aforesaid.

(3} Ifthe Registrar or any other person employed by oron behaif of
the Institute wiilfully makes any falsification in any matter relating to ihe
register, he shall be guilty'ofan oifence.

{4) A person guilty of an offence under this section shall be liable:

(a) on summary conviction, to a fine of an amount nol exceeding
N1,000,000.00;

(b) on conviction or indictment, to a fine of an”Gmount not
exceeding N5,000,000.00 or to imprisonment {or a term not exceeding two- -

years, or to both such fine and imprisonmznl. g

(5) Where an offence under this section which has been committed
by a corporate body is proved to have been commiited with the consent or
connivance of or to be aitributable to any neglect on the part of any director,
manager, Minister or other simiiar officer of the bzdy cornorale or any
person purporting to act in any such ;:apac.ily, hc as well as the bedy
corporate, shail be deemed to be guilly of that offence and shatll be liable to
be prosecuted and punished accordingly.

{6) In this section, "the relevant date” means the third anniversary
of the coming into force of this Actor such earlier date as may be prescribed
for the purposes of this section by order of the Minister published in the

Gazette.

20.-(1) Any regulations made under this Bill, shall be published in Regulations and
rules
the Gazette after they are made and a copy of any such regulations shall be
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forwarded to tho Minister not later than seven days before they are published.

(2) Rules made: for the purposes of this Bill, shall be subject to
Conﬁrmationnby the ]ns.:titute at its next general meeting or at any special
meeting of the Institute convened for that purpose, and if annulied, shatl cease
to have effect on the date of annulment, but without prejudice to an}.'thing done”
in pursuance or intended pursuance of any such rules.

2 ~{ E') On the commencement of this Bill:

(a) all assets and 'Iiab'il.itiés held or incurred immediately before the
commencement of this Bill shall, by virtue of this Act and without further
assurance, vest in thie Institute and be held by it for the purposes of the Institute;
. (b) the Incorporated Institute shalf cease toexist; and

{c) subject to subsection (2) of this Sectioo any act or (hing made or
done by Incorporated Tnstitiite shall be deemed to have been made or done by
the Instltute ‘ |

(2) The provision of the Third Schedule to this Bill shall have effect

with respect to matters arising from the (ransfer by this section to the Institute

of the property of the [ncorporated Institute and with respect to the other

matters mentioned therein.

22, Inthis Bill, unless the confext otherwise requires:

Maccredited Training partners” means “institutions and organizations

recommended by the Board and approved by the Council to provide digilal,
mobile and computer forensics training leading to certification under this Bill

and organizations wheo before the commencement of this Act were the training

_partners to the mcorporatud mst:tute arid who from the commencement of this

act become accredlted training parmers ofthe institute;

“Certlf'catlon Board" by this Bill means the Implementation body delegated by

lhe Exccutwe Counml 1o supcrv:se ‘the Certification, Accreditation and

D|sc:plmdry arm of the fnstitte: ™
*Chairman and Vice-Chairman" means respectively the office-holders under

those names in the Institute's Executive Council and the Cerlification Board;
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“Chartered Digilal Forensics Examiner means a miember of the Institute
ticensed to practice as a digital, mobile and computer forensics expert, after
completing the training, examination, practical testing, experience and
other requirements for membership of the Institute; and are entitled to use
the acronym of C.dfe after their names in addition to MCCFI or FCCFI;
"computer” means any device for storing and processing information, and
any reference to information being derived from other information is a
reference to its being derived from it by calculation, comparison orany other
process. (Evidence Act, 201 1: S.258.(){d));

"computer forensics” (or "digital forensics)"

Computer Forensics: is a branch of forensic science that deals with the
scientific method of transforming digital data into digital cvidence ie.
scientifically, using approved digital forensics methedology to obiain
evidence from digital data or by scientifically processing digital data into
digital evidence, in accordance with the Rules of Evidence. The digital
forensic processes include: digilal evidence data {exhibit) acquisiiion,
exhibit administration, forensic examination and extraction, forensic
analysis, evidence reporting and review, and evidence presentation;

It is the scientific process of acquiring digital or electronic exhibit or data,
preserving samc and processing them (hroush forensic
examination/extracting, forensic analysis, reporting and presenting the
resullant digital or electronic evidence in a manner that is fegally acceptable,
using an approved methodology, and for legal purpose. The digital evidence
data may be extracted from computers, telephones and mobile devices,
tablets, various hand-held devices, data sterage media, networks, cloud
storage, vehicles, technologies for biometrics, questioned documenls
examination and handwriting analysis, drones/unmanned aerial vehicles,
and oiher emerging digitai techrniologies.

The areas of digital, mobile and computer forensics in this Bill, shall

include:
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1 {1) Computer Forensics;
2 (2) Mobile and Phone Forensics;
3 (3) Live Forensics;
4 (4) Tringe Forensics;
5 {5)Netwaork Forensics;
6 (6) Cloud Forensics;
7 {7} Photo {(Image) Forensics;
8 {8) Video Forensics;
S {9) Audio/Voice Forensics;
i {10) Biometrics and Identity Forensics;
! (1D Vehicle i?orensics‘;
2 {12} Steganography;
13 (13} Digital Questioned Document Examination;
14 {14y Digital Handwriting Analysis;
15 {15) Drones and aerial craft Forensics;
16 (16) Cyberinielligence;
17 {17y Emerging Technologies (digital) Forensics.
18 "Council” means the arm of the Institute established under section 3 of this Bill

. . / 19 and charged with the adiministration and general management of the Institute;
20 "cyber security” consists of technologies, processes and controls designed to
21 %ﬁfst systems, networks, programs, devices, technologies and data from
22 cyberaltacks, thefl, unauthorized exploitation and damage;
23 “Digital Forensics” -see "Cé:ﬁputcr Forensics;
24  "Disciplinary Tribunal" means the Chartered Institute of Compuler Forensics
25  of Nigeria Disciplinary Tribunal establishedunder section 12 ofthis Biil;
96 “electronic evidence" are data stored or transmitled using a computer or similar
27 electronic device which have been forensically processed, and that support or
28 refute a theory of how an offence occurred or that address critical elements of
26 the offence such as intent and alibi. The data or information for the digital
30 forensic processes can be extracted from computers, telephones and mobile
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devices, tablets, various hand-held devices, data storage media, networks,
cloud storage, vehicles, technologies for biometrics, questioned documents
examination and handwriting analysis, drones ‘and unmanned aerial
vehicles, and otheremerging digital technologices.

Electronic/Digital Evidence must be:

Legally seized and protected from alteration.

Forensically acquired.

Thoughtfully analyzed (to determine who, what, when, where, why, and
how?).

Thoroughly documented.

Clearly reported.

Chain of custody must be maintained throughout the entire processes.
“ethical hacking” refers to the act of focating weaknesses and vulnerabilities
of computer, networks and information systems by duplicating the intent
and actions of malicious hackers. Ethical hacking is also known as
penctration lesting, intrusion testing, orred teaming;

"fees” includes annual subscription and other relevant fees as approved by
the Institute;

"forensics examiner-in-training" micans a person who has registered for
training leading to the certification examinations of the Institute;
“Incorporaied Institute” means the Computer Forensics Institute
incorporated under the Land (Perpetual Succession) Act; [Cap. 981958 ed.]
"Institute" means the Chartered Institute of Compuler Forensics of Nigeria
(CICFON}established by Section | of this Act;

"Investigating Panel” means the Chartered Instifute of Computer Forensics
of Nigeria investigating Panel established under Section 12 of this Agt;
"MCFI" means Member Computer Forensics Institute;

"MCICFON" means Member Chartered Institute of Computer Forensics of

Nigeria;
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i "member of the Institute” means a registered, financial member of the Institute;
2 "Minister” means the Minister charged with the responsibility formatters
3 relating to Science and Technology;
4 "President and Vice-President” means respectively the office-holders under
5 those names in the Institute;
6 "profession” means the profession of digital, mobile and computer forensics,
7 cyber security, biometrics, digital questioned documents examination and
8 digital handwriting analysis, and other digitally-related arms of [(orensic
9 sciences, such as Bthical Hacking, Penctration Testing, lorensics related to
16 otheremerging technologies;
ti "register” means the register mainiained in pursuance of Section 7 ofthis Bill,
12 "penetration tesi”, also known as a "pen test”, is a simulated cyber attack
i3 againstacomputer sysiem or network io check for exploitable vulnerabilities.
14 Penicstingare considered a more advance level of ethical hacking,
Supervision 135 22. As Digital, Mobile and Computer Forensics is part of Science; the
Ministry
16 supervising Minisiry for the Chartered Institute of Computer Forensics of
i Nigeria (CICFON) shall be the Federal Ministry of Science and Technology.
Short title 18 23. This Bill may be ciled as the Chariered Institute of Computer
19 Forensics of Nigeria Bill, 2021,
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SCHEDULES
FIRST SCHEDULE
V [Sections 3 and 4]
Supplemeniary’ Provisions relating to the Council and Roard
qualifications and Tenure of Office of Members of the Council and
Meniber of the Bodard

i.~(1) Subject to the provisions of this paragraph, a member of the
Council shall hold office for a single ferm of five yéars beginning with the
date ofhis appointment orelection

{2} Any member of the Institute who ceases io be amember thereof
shall, if he is aiso a member of the Councilor Doard, cease to hold office in
the Council or Board.

(3} Any elected member of the Councilor Board may, by notice in
writing under his hand addressed to the President or Chairman, resign his
office,

{4} A person who retires from or etherwise ceases to be an elected
member of the Council or Board shall be eligible again to become a member
ofthe Council or Board, and any appeinted member may be reappointed, but

notto the sanie office,

5) Election to the Council shall be held in such manner as may be
ybe

preseribed by rules made by the Council, while that of the Board shall be
held in such manner as may be prescribed by rules made by the Board.

(6) If for any reason, a member of Councilor Board vacates oifice
and:

{a) such member was appointe_d by the Minister or any other body,
the Minister or that body may appoint another fit person to fill that vacancy;

(b) such member was clected, the.Coﬂnciiar Board may, if the time
between the unexpired term of the office and the next general meeting of the
institute appears to warrant the filling of the vacancy, co-opt a fit person for

such time as aforesaid,
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Proceedings of the Council and the Board

2 (1} Subject to the provisions af this Bill, the Council and the Board
may with the name of the Institute make standing orders regulating the
proceedings of the Institute or of any committee thereof,

(2) The standing orders made under sub-paragraph (1) of this
paragraph shall provide for decisions to be -taken by a majority of the members
and, irrthe event of an equality of votes, the President or the Chainman shall
have asecond or casting vote.

(3} Standing orders made for a comumittee shall be for the committee
to report back to the Councit or Board on any matter referred to it by the
Councitor Board. |

{4) The quorum of the Councit shatl be ten (10) and the quorum of a
committee of the Council shall be determined by the Council.

(5) The guorum of the Board shall be ten {10) and the quorum of a
committee of the broad shall be determined by the Board.,

Annual General Meeting of the Instituie

3.-(1) The Council shall convene the annual general meeting of the
Institute on 30 June in every year or on such other day as the Council may, from
time to time, appoint, so however, that if the meeting is not held within one year

after the previous meeting, not more than fifteen months shall elapse between

" the respective dates of the two meetings. The Counci} shall incorporate the-

reports of the Certification Board into the proceedings of the annual general
meeting,

(2) A special meeting of the Institute may be convened by the Council
at any time and if not less than thirty members of the Institute so require, by
notice in writing addressed to the Registrar of the Council selting out the object
of the proposed meeting, and the President shall convene a special mecting of
the Institute with the concurrence of the Board.

(3) The quorum of any annual general meeting of the Institute shall be
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filty (50) members and that of any special meeting ¢f the Institute shall be
sixty (606} members,
Meeting of the Council and Board

4.-(1) Subject to the provisions of any standing orders ol the
Council, the Council shall meet whenever it is summened by the President
and if the President is required to do sg, by netice m writing given to him by
not less than five other members of Council, he shall summon a meeting of
the Council to be held within fourteen days from the date on which the notice
is given.

(2) At any meeting of the Council, the President, or in his absence
the 1st Vice- President, si‘.éil preside; but if both are absent, then the 2nd
Vice-President shall preside, and if a‘;l‘ the three are absent, the members
present at the meeting shalt appoint one of their n.ﬂ.embcrs to preside at the
meeting.

(3) Where the Council desires to obtain the advice of any person on
a particular matter, the Council may co-opt the personasa member for such
neried as the Council thinks fit; but a person who is a member by virtue of
this sub-paragraph, shall noi be entitled to vote at any meeting of the Council
and shall not count fowards a quorunt.

(4) Notwithstanding anything in the foregoing nrovisions of this
paragraph, the first mecting of the Council shaii be convened afler
consuitation with the Minister.

(5} Subject to the provisions of any standing orders of the Board,
the Board shall meet whenever it is summoned by the Chairman and if the
Chairman is required to do so, by notice in writing given to him by not less
than five other members he shali summon a mecting of the Board (o be held
within fourteen days from the date on which the notice is given. 7

(6) At any meeting of the Board, the Chairman, or in his absence

the Vice-Chairman, shall preside; but if both are absent, the members
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1 present at the meeting shall appoint one of their members to preside at the
2 mecting, .

3 {(7) Where the Board desires to obtain the advice of any person on a
4 particular matter, the Board may co-opt him as a member for such period asthe
5 Board thinks fit; but a person who is a2 member by virtue of this sub-paragraph,
6 shall not be entitled to vote at any meeting of the Board and shall not count
7 towardsaquorum.

-8

(8) Notwithstanding anything in the foregoing provisions of this
9 paragraph, the first meeiing of the Board shall be convened afier consultation
10 withthe Minister Commitices
1t 5.-(#) The Councilor the Board may appoint one or more committees
12 tocarry out such function on bel1a[[’6flhe [nstitute as the Councit or the Board
13 maydetermine.

14 (2} A commitiee appointed under this paragraph shall consist of the
15 number of persons detenmined by the Councilor Board of whom not more than
16  onethird may be persons who are not members of the Council or Board.

17 {3) A person other than a member of the Councilor Board shatl hold
18  office in the commitiee in accordance with the terms of the letter by which he
19 wasappointed.

20 {4) A decision of a committee of the Council or Board shall be of no
21 eflectuntil itis confirmed by the Councilor Board, as applicable.

22 Seal of the instifute

23 6.-(1} The fixing of the seal of the Institute shall be authenticated by
24 the signature of the President.or of some other members of the Councilor the
25  Boardauthorized generally or specially by the Institute to act for that purpose.
26 (2} Any contract or instrument wh i.ch, if made or executed by a person
27  not being a body corporate, would not be required to be under seal, may be

- 28 made ar executed on behalf of the Institute or of the Council or Board, as the
29  casemay require, by any person generally or specially authorized to act for that

30  purpose by the Councilor Beard.
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under the seal of the fyls

3) Any decm ent purportmg {0 he a dm.ument duiy executed
g Ltc shal be received in cwdencc and shall, unless

the contrary/;gproved be deemed to be so executed.

7. Thevalidity ofsany proceedings of the Institute or the Councilor
Board or of a commiltee of the Councilor Board shall not be adversely
affected by any vacancy in membership or by any defect in the appointment
of'amember of the Institute or of the Councilor Board or of a person to serve
on the committee or by reason that a person ﬁot entitled to do so took part in
the proceedings.

8. Anymember of the Institute or of the Council or Board and any
person holding office on a committce of the Council, or Board who has a
personal interest in an‘@w cemract arrangement enlered into or proposed to be
considered by the Council g or B ard on behalfof the Institute or on behalf of
the Councilor Board thcreof, shall forth with disclose his interest to the
President or to the Councilor Board, as the case may be, and shall not vole on
any question relating to the contract orarrangeient.

9. A person shall not by reason only of his membership of the
Institute be treated as holding an office in the public service of the
Federation.

SECOND SCHEDULE
[Section 12 (3).]
SUPPLEMENTARY PROVISIONS RELATING TO THE DISCIPLINARY
TRIBUNAL AND INVESTIGATING PANEL
_The Disciplinary Tribunal

. The Disciplinary Tribunal shall consist of eleven members as
provided in Section 12.2) of this Bill. The quorum of the Disciplinary

Tribunal for any proceeding shall be seven (7).

2.~(1) The Attorney-General of the Federation may make rules as
to the selection of other members of the Disciplinary Tribunal for the

purpose of any proceeding, and as to the procedure to be followed and the

o
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.. Incriminate himself; or

rules of cvidence to be observed in proceedings before the Discipiinary
Tribunal. |

(2) The rules shall in particu!ar provide:

(a} for securing that notice of the proceedings shall be given at such

time and in such manneras may be specified by the rule to the person who is the

subjectof the pmceedmg,

(b} Tor determining who, in addition to the person aforesaid, shall be a
party to the proceedings;

(c) for securing. that any party to the proceedings shall, if he so
requires, be entitled (o be heard by the Disciplinary T ribunal;

(d) for securing that - any party lo the proceedings may be represented

by alegal practitioner;

() subject to the provisions ofscction 12 (5) of this Bill, as to the costs

“of proceedings before the Disciplinary Tribunal;

(D for requiring, in a case where it s alleged that the person who is the
subject of the proceedings is guilty of professional misconduct, that where the

Disciplinary Tribunal adjudges that the allegation has ne{ been proved it shall

record a finding that the person is not guilty of such conduct in respect of the

matlers to which the allegation relates; and

(g) for publishing in the Gazette notice of any direction of the
Disciplinary Tribunal which has taken effect providing that a person's name
shall be struck offa register,

3. For the purposes of any proceedings before the Disciplinary
Tribunal any member of the ]Z;i.i;ciplinary Tribunal may administer oalhs and
any party to the proceedings may file at the registry of the High Court writs of
subpoena -ad testiflicandum and duces tecum, but no person appearing before -
the Disciplinary Tribunal shal] be compelled:

(a).to make apy statement before the. Disciplinary Tribunal tending to -

(b) to'produce any document under-such a writ which e couldnot be
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compelled to produce at the trial of an action, )

4.-(i} For the purpose (ﬁ' advising the Disciplinary Tribunal on
questions of law arising in proceedings before it, there shall in all such
praceedings be an assessor to the Disciplinary Tribunal who shall be
appointed by the Council on the nomination of the Altorney-General of the
Federation and shall be a legal practitioner of not less than seven years'
standing.

(2) The Attorney- General of the Federation shall make rujes as to

the functions of assessors appointed under this paragraph and in particular

-suchrules shail contain provisions for securing:

() that where an assessor advises the Disciplinary Tribunal on any
question of law as Lo evidence, procedure or any other matiers specified by
the rules, he shall do so in the presence of every party orpersan representing
a party to the procecedings who appears there at or, if the advice is tendered
while the Disciplinary Tribunal is defiberating in private, that every such

party or person as aforesaid shall be informed what advice the assessor has

tendered, and

(b} that every such party or person as aforesaid shall be informed if

in any case the Disciplinary Tribunal does not accept the advice of the
assessor on such aquestion as aforesaid. .,

(3) An assessor may be appointed under this paragraph either
generally or for any particular proceedings or class of proceedings and shall
hold and vacate office in accordance with the terms of the letter by which he
is appointed.

The Investigating Panel

4. The quorum of the Investigating Pancl shall be three.

5.-(1) The Investigating Panel may, at any of its meetings attended
by all the members of the Investigating Panel, make standing orders with

respect (o the Investigating Panel.

(2) Subject 10 the provisions of any such standing orders, the
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Investigaéing_Pane[ may regulate its own procedures Miscellanegus

6.-(1) A person ceasing to be a member of the Disciplinary Tribunal or
the Investigating Panel shall be eligible for appointment as a member of the
Disciplinary Tribunal or Investigating Panel, as the case may be,

(2) A person may, if otherwise eligible, be a member of both the
Disciplinary Tribunal and the Investigating Panel: but no person who acted asa
member of the Investigating Panel with réspect to any case shall act as a
menmberofthe Disciplinary Tribunal with respecttothat ease.

7. The Disciplinary Tribunal or the Investigating Panel may act
notwithstanding any vacancy in its membership, and the proceedings of either
body shall not be invalidated by any irregularity in the appointment of a
member of that body orsquecl to paragraph 7 (2) of this Schedule by reason of
the fact that any person who was not entitled to do so took part in the
proceedings of that body,

8. Any document authorized or required by virtue of this Act 1o be
served on the Disciplinary Tribunal or the Investigating Panel shall be served
on the Registrar,

' 9. Any expenses of the Disciplinary Tribunal or the Investigating
Panel shall be defrayed by the Institute.
THIRD SCHEDULE
TRANSITIONAL PROVISIONS AS TO PROPERTY, ETC. &
Transfer of Assets and Liabilities '

L-(1) Every agreement to which the Incorporated Instilute was a
party immediately before the commencement of this Bill, whether in writing or
notand whether or not of such a nature that the rights, liabilities and obligations
there under could be assigned by the Incorporated Instiluie, shall, unless its
terms or subject maiter make it impossible that it should have effect as
madified in the manner provided by this sub-paragraph have effect from the
commencement of this Act, so far as it relates to assels and liabilities

transferred by this Bill to the Institute, as if:
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(a) the Institute had beena party tothe égreement;

(b) for any reference (however worded and whether express or
implied) to the Incorporated Institute, there were substituted, as respects
anything failing to be done or after the commencement of this Act, a

ty,
reference to the Institute; and

(c} for any reference (however worded and whether express or
implied) to a member or members of the Council of the Incorporated
Institute or an officer of the Incorporated Institute, there were substituted, as
respects anything falling to be done on or after the commencement of this
Bill, a reference to a member or members of the Council under this Bill or
the officer of the Incorporated Institute who corresponds as nearly as may be
to the member or officer in question of the Incorporated Institute.

(2) Other documents which refer, whether specially or generally, to
the Incorporated Institute, shall be considered in accordance with sub-
paragraph(|1} ofthis paragraph so far as applicable.

(3) Without prejudice to the generality of the foregoing provisions
of this Schedule where, by the aperation of this Act, any right, liability or

obligation vests in the Institute and all other persons shall, as from the

commencenent of this Act, have the same rights, power and remedies (and, ©

in particular, the same rights as to the taking or resisting of legal proceedings
or the making or resisting of applications to any authority) for ascertaining,
perfecting or enforcing that right, liability or obligation as they would have

had ifithad at all times been a right, liability orobligation ofthe Instilute.

(4) Any legal proceedings or application to any authority pending -

on the appointed day by or against the Incorporated Institute and relating to
assets or liabilities transferred by this Bill o the Institute may be continued
on orafter that day or against the Institute.

(5) If the law in force at the place where any property transferred by
this Act is situate provides for the registration or transfers of property. the

law shall, so far it prevides for alterations of a register (butnot for avoidance
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of transfers, the payment of fees or any other matters apply with the necessary
modifications (o the tran.sfer to the officer of the registration authority, and for
thatofficerto register the transfer acéordingly.

Transfer of Functions, éte. i .

2-(1)Atits first meeting, the Councii shall fix a date (not later than six
months afier the appointed day) for the annual meeting o1 the Institute,

{2} The members of the Councif of the ncorporated Institute shal be
deemed to be the members of the Counci] of the Institute unti} the date
determined in pursuance of the foregoing subparqgr phwhen E!{e institute shaj
have its first annual meeting and they shall cease to hold office at the
conclusion of such meetin Z.

{3) Any person who, immediately before the appointed day, held
office as the President or Ist Vice-Président or Znd Viee President of the
Council of the Incorporated Instityte by virwe of the articles of the
Incorporated Institute shall on that day become the President or, as the cage
may be, the ist Vice-President or 2nd Vice President of the lastitute, and shall
be deemed to have been appointed:

(@) to that office in pursuance of the provision of this Act
comresponding 1o the relevant provision in the said articles of the Incdrporatcd
Institute; and ' '

{b) on the daite on ‘which he togk office, or last took office, in
pursuance ofthe relevant provision of those articles,

(4) The members of the Incorporated Instifute shali, as from the
appointed day, be registered as members of the Institute, and without prejudice
to the generality of the provisions of this Schedule relating to the transfer of
property, any person, who, immediately before the appointed day, was a
member of the staff of the Incorporated institute shall on that day become the
holder of an appointment with the Institite with the status, designation and
functions which correspond as nearly as may be to those which appertained to

him in his capacity as a member of the staff,
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(5) Any person being anAoﬂ"ice-holder on o(il&"member of the Council

2 of the Incorporated Institute immediately before the appointed day and -

3 deemed under this parag, !1_&9 have been appointed to any like position in

4 ) the Institute, or on thg;: - Ij’iﬁcil or the Board of the Institute and therealter

5 ceasing tu"'jhc_)l;q‘ ot’ﬁ!cf: =othérwise than by reason of his misconduct, shail be

6 eligible for a|§‘].3qi|.nlm¢nt to office in the Institute or to membership of the

7 Councilor Board, as the case may be.

8 (6} All new Council or Board positions that were non-existent in

g ; the Incorporated Institute before the appointed day-shall be contested for by

10 » election at lhé_ general meeting of the Institute, except those nominated by

11 the designa;edorganizations. . T . f

i2 (7} All regulations, rules and-similar insiruinents made for the

I3 -purposes of the Incorporated Institute and in force immediately before the

14 appointed day shall, except in so far as they are subsequently. revoked or

15 | amended by any authority having power in that behalf, have effect, with any

16 _hecessary modifications, as if duly made for the corresponding purposes of -
17 the institute. PN
18 | i - FOURTH SCHEDULE ... | o ,

19 ”f,& < __ . [Section 9,)

20 Professional Bodies

21 (a) Certified Cyber Forensics Professionals (1SC)2;

22 (b) Computer Hacking Forensic Investigator-CHF1 I EC-Council;

23 (.C) The International Assurang:g Certification Review Board
24 (IACRB); : .
25 g fffd) The Certified Computer Forensics Examiner (CCFE); &
26 {e} The International Society of Forensic Computer Examiners

27 (ISFCE).
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. EXPLANATORY MEMORANDUM

This Bill seeks to establish the Chartered Institute of Computer Forensics of

b

Nigeria (CICFON) charged, among oth ings, with the responsibility of
Regulating the practice, including: qua’liﬁcaﬂd'iu} training, skill-set of Digital,
Mobite and Computer Forensics in Nigeria; de%cnj'»"ﬁning the standard of
knowledge and skill required of persons seeking 14;1 beceme Members of the
Institute; training, certification and licensing of Digital, Mobile and Computer
Forensics Examiners (including Ethical Hackers and Licensed Pelle;:'ation
Testers) who can detect and investigate Cyberctimes and Terreslriéréi%rimes
using Digital, ‘Mobile and Computer Forensics Methodologies, Ethical
Hacking and Pénéfration Testing techniques, who can perform Digital, Mobile
and Computer Forensics, and report and present Electronic Evidence in the
courts, administrative panels of inquiry, court martials and tribunals;
establishment and accreditation of Digital Forensics Laboratoties and for other

. matters connected therewith; and developing of Digital Forensic Curriculums;

and Accreditation of Digital, Mobile and Computer Forensics Courses in

Institutions/pf Learning in Nigeria (in coltaboration with approgriate organ(s)

It
uy

Yt
L4

of government);

Licensing of Distributors and Resellers of Forensic Equipment, Software and
Forensic Tools in Nigetia; Certification of Digital Farensic Mardware,
Software and Tools in Nigeria (in collaboration with appropriate organ(s) of
government); Enforcement of standards and ethics in the practice of Digital

ForensicsinNigeria. %




